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DETAILED ACTION 

1 . Claims 1 -66 have been examined. 

Claim Objections 

2. Claims 50-53 are objected to under 37 CFR 1.75(c) as being in improper form because a 
multiple dependent claim cannot depend from any other multiple dependent claim. See MPEP 

§ 608.01 (n). Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1-4, 15-21, and 23-25 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Baena-Arnaiz et al. (hereinafter refereed to as Baena) (US Patent No. 6,006,190). 

5. As per claim 1 , Baena teaches a process for securing information in a digital form 
comprising: 

creating an identifier using information obtained from a device capable of rendering the 
digitized information to be secured [column 4, lines 37-57]; 
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associating the identifier with the information to be rendered [column 4, lines 54-57 and 
column 2, lines 42-46]; 

securing said digitized information by preventing the rendering of the information if the 
identity of the device upon which the information is to be rendered is not verified using said 
identifier [column 1, lines 36-42 and column 7, lines 33-35]. 

6. As per claim 15, Baena teaches a process for securely transferring information in a 
digital form comprising: 

obtaining information to be distributed, wherein the information is in a digital form (i.e. 
software) [column 3, lines 28-31 and column 6, lines 52-59]; 

producing a binary key of at least 64 bits using information associated with the device 
that is to render the information after it has been distributed [column 4, lines 37-43]; 

encoding the information by using the unique identifier in combination with an algorithm 
suitable for encoding such information [column 4, lines 37-57]; 

transferring the information to the location at which the device that is to render the 
information is located [column 6, lines 52-55]; 

decoding the information by producing a binary key by collecting information from the 
device that is to render the information after receiving the information [column 7, lines 18-22] ; 

decoding the encoded information using the binary key [column 7, lines 18-22]. 

7. As per claims 23, Baena teaches a process of installing software in a manner that 
prevents the unauthorized duplication or use of the software after it has been installed on a 
specific computer, wherein the process comprises: 

during the process of installation of the software onto the computer: 
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producing a unique identifier using information derived from the physical components of 
the workstation onto which the software is to be installed [column 4, lines 37-57]; 

including the unique identifier into one or more of the files associated with the software 
as installed [column 4, lines 54-57 and column 2, lines 42-46]; 

at the time of initiation of execution of the software by a user after it has been installed, 

producing a unique identifier using information derived from the physical components of 
the workstation onto which the software is to be installed [column 7, lines 1-4]; 

comparing the unique identifier with a unique identifier included in one or more of the 
files associated with the software to executed [column 7, lines 32-35]; and 

if the comparison provides a pre-defined negative result based on the unique 
identifiers, preventing the software from executing [column 7, lines 32-35 and column 8, lines 2- 
25]. 

8. As per claim 24, Baena teaches a process for preventing the installation or operation of 
software other than from a specified physical medium comprising: 

prior to encoding data onto a computer-readable medium wherein the data comprises 
files used to install the software, producing a unique identifier using information associated with 
the physical structure of the medium [column 4, lines 37-57]; 

including the unique identifier in one or more files used in the installation process for the 
said software [column 4, lines 54-57 and column 2, lines 42-46]; 

during the process of installation of the software, producing a unique identifier using 
information derived from the physical structure of the medium [column 7, lines 1-5]; 

comparing the unique identifier to the unique identifier included in the at least one file 
used in the installation process for the said software [column 7, lines 33-36]; 
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if the comparison provides a pre-defined negative result based on the unique identifiers, 
causing the termination of the installation process [column 7, lines 33-36 and column 8, lines 2- 
25]. 



9. As per claim 2, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the identifier is a binary key suitable for use in an algorithm that 
can secure said digitized information [column 4, lines, 30-32 and lines 38-40]. 



10. As per claims 3 and 4, Baena teaches the process as applied above. Furthermore, 
Baena teaches the process, wherein the identifier is produced by evaluating information 
associated with a specific physical device that can render the secured information and the 
identifier uniquely identifies said device [column 4, lines 42-57]. 

11. As per claim 16, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the steps of decoding the encoded information are performed 
incidental to the process of rendering the information (i.e. during execution of the information) 
[column 7, lines 36-37]. 



12. As per claim 17, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the device used in rendering the information produces the key 
incidental to the process of decoding and rendering the encoded information [column 7, lines 1- 
2 and 36-37]. 
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13. As per claim 18, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the encoded information are performed by a distinct device from 
the device that renders the information [column 2, lines 37-47]. 

14. As per claim 19, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the steps of decoding the encoded information are performed by 
the device that renders the information [column 7, lines 1-4]. 

15. As per claim 20, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the key is associated with the data containing the encoded 
information [column 4, lines 54-57 and column 2, lines 42-46]. 

16. As per claim 21, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the key is transferred distinct from the file containing the encoded 
information [column 6, lines 52-55]; 

17. As per claim 25, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process wherein the information is secured by preventing the reading of data from 
the medium containing the software to be installed [column 2, lines 48-55]. 

18. Claim 54 is rejected under 35 U.S.C. 102(b) as being anticipated by Kupka et al. 
(hereinafter refereed to as Kupka) (PCT WO/99/55055). 
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19. As per claim 54, Kupka teaches process of preventing the unauthorized rendering of 
information originally stored on an optically readable medium, wherein the process comprises: 
defining a unique identifier for the information to be secured and incorporating a unique 
physical media identifier into the physical structure of the optically readable medium [page 16, 
13-20 and page 4, lines 21-29]; 

producing a binary key of at least 128 bits using the unique identifier for the information 
to be secured and the physical media identifier [page 17, lines 24-29]; 

encoding the binary key on the optical medium in a form readable by a device that can 
render the information [page 4, lines 21-29]; 

prior to or during the rendering of the information by the device causing the device to 
evaluate the physical media to detect the binary key and the unique physical media identifier 
[page 5, lines 12-30]; 

evaluating the information obtained by the detection step to determine if the information 
to be rendered is encoded on the optical medium having the unique physical media identifier 
and if the evaluation step provides a pre-defined negative result, preventing the device from 
rendering the encoded information [page 5, lines 17-24 and page 6 lines 27-32]. 



Claim Rejections - 35 USC § 103 



20. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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21 . Claims 5-14, 22, 26-29, 43-53 and 63-66 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Baena-Arnaiz (US Patent No. 6,006,190). 

22. As per claims 43 and 63, Baena teaches a process for securely distributing information 
representing an audio or audiovisual work comprising: 

producing a binary key using information derived from at least one physical component 
of a device capable of rendering the work [column 4, lines 37-57]; 

distributing the information to the location at which the information is to be rendered 
[column 6, lines 52-55]; 

prior to or during the rendering of the information on a device capable of rendering said 
information, producing a binary key using information derived from at least one physical 
component of the device [column 7, lines 1-5 and column 4, lines 37-57]; 

retrieving from said information the binary key associated with said information and 
comparing the binary key extracted from said information with the binary key produced using 
information from the device [column 7, lines 33-36]; 

preventing the rendering of the information if the binary key associated with the 
information is not identical to the binary key produced using the device [column 7, lines 33-36 
and column 8, lines 2-25]. 

Furthermore, Baena teaches associating the information representing software work with 
the binary key produced [column 4, lines 54-57 and column 2, lines 42-46]. However Baena 
does not explicitly teach associating with the information representing the audio or audiovisual 
work the binary key produced. It would have been obvious to one having ordinary skill in the art 
at the time the invention was made to associate with the information representing the audio or 
audiovisual work the binary key produced. It would have been obvious because Baena teaches 
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associating the information representing software work with the binary key produced column 4, 
lines 54-57 and column 2, lines 42-46]. 

23. As per claims 5 and 22, Baena teaches the process as applied to claim 2 and 15 above. 
Furthermore, Baena teaches obtaining information representing a physical or functional attribute 
of at least one component in said physical device which is unique to that component [column 4, 
lines 37-57]; and converting said information into binary key [column 4, line 37]. However Baena 
does not explicitly teach performing a cyclic redundancy check on the information. It would have 
been obvious to one having ordinary skill in the art at the time the invention was made to 
perform cyclic redundancy check on the information in order to convert it to binary key. It would 
have been obvious because Baena teaches generating 64 bit unique binary key [column 4, lines 
36-38]. 

24 . As per claim 6, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the identifier comprises a binary key of at least 64 bits in length 
[column 4, lines 27]. 

25. As per claims 7-14, Baena teaches the process as applied above. Furthermore, Baena 
teaches generating the key using information unique to the device, and encrypting data using 
the generated key and preventing rendering of data when the key used for encryption is not 
associated with the device [column 4, lines 37-57 and column 7, lines 33-35]. 

26. As per claims 26-29, Baena teaches the process as applied above. Beana does not 
explicitly teach intentionally altering the physical structure of a device. However it is well known 



Application/Control Number: 09/773,487 
Art Unit: 2135 



Page 10 



in the art to intentionally alter physical structure of a device in order to incorporate a pre-defined 
arbitrary identifier. 

27. As per claims 44 and 45, Baena teaches the process as applied above. Furthermore, 
Baena teaches the process, wherein the device is selected from the group consisting of a 
general purpose computer, a special purpose computer, a DVD player, a CD player, a motion 
picture projector or a device that comprises a video display unit in combination with circuitry 
capable of rendering an audiovisual work in a digital form [column 2, lines 23-30]. 

28. As per claims 46-49, Baena teaches the process as applied above. Furthermore, Baena 
teaches producing a binary key using attributes of a device and associating the key with the 
information distributing medium or the information [column 4, lines 54-57 and column 2, lines 
42-46]. 

29. As per claims 50-53, Baena teaches the process as applied to claim 43 above. 
Furthermore, Baena teaches preventing the rendering of the information if the binary key 
associated with the information is not identical to the binary key produced using the device 
[column 7, lines 33-36 and column 8, lines 2-25]. 

30. As per claim 64, Baena teaches the process as applied above. Furthermore, Baena 
teaches the process, wherein the steps of decoding the encoded information are performed 
contemporaneously with the process of rendering the information (i.e. during execution of the 
information) [column 7, lines 36-37], 
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31 . As per claims 65 and 66, Baena teaches the process as applied above. Furthermore, 
Baena teaches the process, wherein the unique keys specific to the device [column 4, lines 
42-57]. 

32. Claims 55-62 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kupka 
(PCT WO 99/55055). 

As per claims 55-62, Kupka teaches the process as applied to claim 54 above. 
Furthermore, Kupka teaches defining a unique identifier for the information to be secured and 
incorporating a unique physical media identifier into the physical structure of the optically 
readable medium [page 16, 13-20 and page 4, lines 21-29]. However Kupka does not explicitly 
teach physically altering a portion of the optical medium. However it is well known in the art to 
intentionally alter physical structure of a device in order to incorporate a pre-defined arbitrary 
identifier. 

33. Claims 30-42 are rejected under 35 U.S.C. 103(a) as being unpatentable over Baena- 
Arnaiz (US Patent No. 6,006,190) in view of Kupka et al. (hereinafter refereed to as Kupka) 
(PCT WO 99/55055). 

34. As per claim 30, Baena teaches a process of installing software across in a manner that 
prevents the unauthorized duplication or use of the software after it has been installed on a 
specific computer comprising: 

initiating an installation process for installing software onto a computer [column 6, lines 
54-58]; 
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producing a unique identifier using information derived from at least one physical 
component of the computer upon which the software is to be installed [column 4, lines 37-57]; 

including the unique identifier in at least one file associated with the software to be 
installed, wherein the absence of said file prevents operation of the software [column 4, lines 
54-57 and column 2, lines 42-46]; 

transferring the files including at least the said file containing the included identifier to the 
computer upon which the software is to be installed [column 6, lines 52-55]; 

at the time of execution of the software after it has been installed, producing a unique 
identifier using information derived from at least one physical component of the computer upon 
which the software is to be installed [column 7, lines 1-5 and column 4, lines 37-57]; 

comparing the unique identifier to the unique identifier embedded in the said at least one 
file associated with the software and if the comparison provides a pre-defined negative result 
based on the unique identifiers, preventing the software from executing, preventing the 
operation of the software [column 7, lines 33-36 and column 8, lines 2-25]. 

Baena does not explicitly teach installing software from a server on to a computer using 
a network. However, Kupka teaches installing software from a server onto a device using a 
network [page 4, lines 12-20 and figure 1], It would have been obvious to one having ordinary 
skill in the art at the time the invention was made to install software from a server onto a device 
using a network as per teachings of Kupka into the software installation system taught by Baena 
in order to have a faster and wider distribution means. 

35. As per claim 31 , the combination of Baena and Kupka teaches the process as applied 
above. Furthermore, Kupka teaches generating unique device identifier at the server [page 4, 
lines 21-29]. 
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36. As per claims 33-36, the combination of Baena and Kupka teaches the prcess as 
applied above. Furthermore, Baena teaches generating hardware specific key [column 4, lines 
47-54]. 

37. As per claims 32 and 37-42, the combination of Baena and Kupka teaches the 
processas applied above. Furthermore, Kupka teaches using the unique device identifier and 
other information to encrypt data [page 19, lines 29-31]. 

Conclusion 

38. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO Form 892. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Beemnet W Dada whose telephone number is (703) 305-8895. The 
examiner can normally be reached on Monday - Friday (8:30 am - 6:00 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Beemnet Dada 



June 10, 2004 



